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1. General and Safety Instructions

Extensive material, functional and quality tests ensure the quality and long life of this product. However, the
product may present danger when installed improperly or used in applications other than those for which it is
intended.

Prior to installation and operation of AGENT E read this short guide carefully.

1.1 General Instructions

1.1.1 Copyright

This manual and/or its content, in whole or in part, may not be copied or distributed without written
permission of EMKA Beschlagteile GmbH & Co. KG.

1.1.2 Intended Use and Safety Instructions
This electronic locking system may only be used for access control of cabinets or enclosure systems in
indoor applications.
The device may not be operated in areas containing inflammable gases or vapors.
Direct contact with water or aggressive substances will result in damage.
Installation, modification and repairs may only be performed by qualified personnel.
Instructions for storage, installation and operation contained in this manual must be observed.

Ambient conditions for operation of the electronic locking system (electrical installation, temperature,
humidity) must be observed.

1.1.3 Technical Status

This documentation is based on the technical status of 02/2010.
EMKA Beschlagteile GmbH & Co. KG reserves the right to implement modifications due to technological
progress without prior notice. These can be among others:

Modifications of construction

Replacement of components by equivalents
Changing performance features

Modifying operation

Changing data stated in this manual

EMKA |
— 2AE8ENT & 4

Beschlagteile



1.1.4 Warranty

Presuming intended use of the product, EMKA Beschlagteile GmbH & Co. KG issues a warranty for all
mechanical and electrical components, except batteries, for

24 Months

from date of delivery. In case of a malfunction during this period, the device must be sent back to the factory
for free of charge repair or replacement. Further requirements of any kind, particularly indemnity
requirements or secondary damage, are excluded.

Improper use and connection or manipulation will void the warranty.
Further details can be found in the General Terms and Conditions of EMKA Beschlagteile GmbH & Co. KG.

1.1.5 Liability

EMKA Beschlagteile GmbH & Co. KG cannot accept responsibility for the completeness and correctness of
this information. In particular, we accept no liability for damages which result from incorrect use or operation
of the product.

1.2 Safety Note on Micro Transmitter (TAG)

TAGs used to open the AGENT E handle radiate a very intensive red light. To prevent any dangers, the light
beam must not be directed in the eye of the operator or any other person.
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2. AGENT E System
2.1 Application

Due to its special design AGENT E fits perfectly in many different door cut-outs and mechanical connections
and does not need any external cabling. Therefore it can easily be used for new or for retrofitting enclosures.

2.2 System Description

An AGENT E system consists of a combination of electronic swing handles and micro transmitters. Opening
a door secured by an Agent E handle requires the button on a “User TAG” (micro transmitter) to be pressed,;
this energizes the LEDs to produce a coded light. If the TAG is authorized the handle will open when the
light is directed to the photoelectric cell on the handle. Each TAG has a different code.

Master TAGs are also available, these have a red button. They are used for special purposes depending on
the AGENT E version used. Further details can be found in chapters 4 / 5.

Fig. 1 AGENT E swing handle and micro transmitter (TAG)
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3. Installation and Technical Data

3.1 Requirements

AGENT E can be used as a replacement for mechanical swing handles with rod control or bearing bush or
for conventional quarter turn locks

Before mounting, batteries must be inserted into the handle (see 3.4). It is also highly recommended to
configure the handles first (see chapters 4 and 5) in order to open them via TAG if they have been closed by
mistake.

3.2 Dimensions and Drilling Plans

TS=2;, (door gauge; version for rod control)
TS= 1...4 (door gauge; version for cam)
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Fig. 2 Dimensions
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3.3 Technical Data

Housing: escutcheon plastics, swing handle zinc die cast
Operating temperature: 10C to 35T
Storage temperature: 0Cto45<C
Humidity: max. 80 % rel. humidity, no condensation
Power supply
swing handle: 3V, 2 batteries type micro AAA
micro transmitter (TAG): 3.6 V, 1 Lithium battery %2 AA
Battery life time: 10000 opening cycles, max. 3 years, depending on type of batteries
Connector: USB Micro for data exchange and emergency power supply
Radio frequency: 868 MHz (version "Superior" only)

3.4 Insert / Change Batteries

Before initial operation of AGENT E, batteries must be inserted; otherwise it cannot be opened. With swing
handle opened, unscrew the battery case cover and insert the batteries. Pay attention to polarity! After
battery change the red LED is switched on for 4 seconds.

Discharged batteries in the swing handle will be indicated during opening. As soon as a TAG tries to open
the handle, red or green LED will be switched on (authorized / non-authorized TAG). Then both LEDs start
blinking for another 5 seconds which indicates the due battery exchange.

The configuration of a handle will not get lost during battery exchange.

A low battery condition in the TAG is indicated by flashing LEDs instead of continuous light when pressing
the button. The operation of the TAG will not be affected but its operating distance will be reduced. To
change the battery, both screws on the rear side of the housing must be unscrewed to open the housing.
TAG will blink shortly with new battery.

Remove screw,
detach cover

Fig. 4 TAG opened

Fig. 5 Battery case, cover removed
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3.5 External Door Contact (AGENT E from Version Pro  fessional)

The AGENT E handle has an integrated electrical contact to monitor the handle status. Opening or closing
the handle will change the contact status and thereby create an event in the event memory. However, handle
status may not necessarily represent the door status (door might be open but handle closed). To monitor the
real door status an external door contact can be connected to the rear side of the handle (see Fig. 2). The
jumper in place must be removed and replaced by a passive door contact. Subsequently an open handle
and/or an open door will cause an "open" event but only a closed door together with a closed handle will
create "closed" event in the memory.

3.6 Emergency Power Supply via PC / Power Supply Pa  ck

If batteries in the handle are discharged or defective, the handle can be operated via emergency power
supply. Cover at the top of the handle must be removed. Now the built in USB micro connector is visible. The
handle can now be fed with electrical power via suitable adaptor cable. It is sufficient to connect the cable to
a running PC/Laptop; no special software needed. A battery charging unit for mobile phones according to the
new standard can be used as an alternative.

The swing handle is then ready for operation and can be opened with an authorized TAG.

This emergency power supply feature is available in all AGENT E versions

Fig. 6 USB connector; cover removed
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4. AGENT E - "Basic"

4.1 Basic Standard Version

The simplest version of AGENT E comprises any number of handles and TAGs of type "User".

After mounting and start-up, handles can be opened by holding any TAGs in front of the photo cell and
pressing the button to turn the light on (see Fig. 1). A green LED in the handle indicates that the opening
procedure has been initiated.

4.2 Basic Enhanced Version

This version is a combination of swing handles, User TAGs (max. 32) and up to 5 Master TAGs. It offers an
increased level of security as only authorized TAGs of type "User" will open the handle.
TAGs can easily be identified by the color of their pushbutton; Master TAGs have red buttons.

4.2.1 Authorizing TAGs

Via Master TAG the swing handle will be switched into the teach mode. After turning on the Master TAG in
front of the photo cell, green and red LED in the handle will blink alternating for about 10 sec. During this
time the handle is in teach mode to register User TAGS (max. 32) to be authorized. In order to do this, a
User TAG must be held in front of the photo cell and switched on. Successful authorization will be confirmed
by the green LED blinking three times. After that the swing handle is again in teach mode for another 10
seconds to accept the next TAG; green and red LED are blinking alternating. When this time has expired, the
swing handle automatically falls back into normal operation mode; only authorized TAGs will be able to open
it then.

If a new Master TAG shall be authorized, the handle must be switched into teach mode with the first
authorized Master TAG. After authorization, all Master TAGs are on the same level, no hierarchy. Master
TAGs cannot be used to open a handle!

4.2.2 Deleting TAGs

Deleting a specific TAG in a handle is not possible in this version, only all User and Master TAGs can be
deleted completely. Deletion is done via Master TAG. Like in teach mode, the TAG must be held in front of
the photo cell and turned on; green and red LED will blink alternating. During this time, switch on the Master
TAG for a second time; green and red LED will blink faster. Then switch on the Master TAG for a third time;
red and green LED will blink very fast. All User and Master TAGs except the one which has been used for
deletion, will be deleted from the memory of the handle.

Afterwards new User and Master TAGs can be authorized again as described before.

5. AGENT E - "Professional”

5.1 General Information

This version is a combination of swing handles, User TAGs (max. 32) and up to 5 Master TAGs together with
the software AGENT E Management Suite. TAGs can easily be identified by the color of their pushbutton;
TAGs of type Master have a red button.

The software AGENT E Management Suite is used to manage an AGENT E locking system.

In the first step so called "Security Zones" (e.g. rooms), in which the handles will be installed, are created.
Then "Groups" (e.g. departments) and "Users" (e.g. employees) are entered. Users can then be assigned to
the "Groups". All AGENT E handles and TAGs which will be used in this system can be read in. Each TAG
can be assigned to a specific user (personalization). Afterwards TAGs are configured — which handles will be
allowed to open at what time. After all entries are done, configuration data will be transferred into each
AGENT E handle of the locking systems. Authorizations can be changed any time; lost TAGs can individually
be deleted from the handle memory.

In larger applications it makes sense to configure the system prior to installation. Therefore handles and
TAGs should be marked with their ID.

EMKA |
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Handles of version "Professional* have an event memory which logs all opening and closing operations with
date and time stamp and TAG used. With AGENT E Management Suite all events can be read out, analyzed
and archived.

5.2 Installation of AGENT E Management Suite

The software can be downloaded from download section at www.emka-electronic.de. It is free of charge
without any limitations but it requires all Windows Updates to be installed, especially updates for data base
applications. During installation an online connection to the internet is mandatory.

Before or during the installation of the software the AGENT E handle may not be connected to the PC!

Installation is started by executing "SETUP.EXE". Follow the instructions in the software.

After installation is completed, connect the AGENT E handle via USB cable to the PC.
In the first window select "Yes, this time only" and then press <Continue>

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

windows will zearch for current and updated software by
looking on your computer, on the hardware installation CO, or on
the Wi “wish site [with pour permizzion).

Can *Windows connect to wWindows Update ta search for
software?

(O es, this time only
(O ez, now and every time | connect a device
(O Ma, nat this tire

Click Mest bo continue,

Cancel

Fig. 7 Hardware Assistant_1

In the next windows select "Install software automatically (recommended)" and then press <Continue>.

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

Thiz wizard helps you install software for:

USE Device

':l If your hardware came with an ingtallation CD
&2 or floppy disk, insert it now.

What do you want the wizard to do?

@)iinstall the software automatically [Fecommended
() Install fram a list or specific location [Advanced)

Click Mext to continue.

MNext » l [ Cancel

Fig. 8 Hardware Assistant_2
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Suitable drivers are searched in the internet and installed on the computer. Finally the above message box
appears which must be confirmed with by pressing "Finish".

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has finizhed instaling the software faor:

% USE Serial Cornveerter

Click Finigh to cloze the wizard.

Fig. 9 Hardware Assistent_3

Now open the Windows Device Manager: Click on <Start>, select <Execute> then type "devmgmt.msc".
Under "USB Controller" select entry "USB Serial Converter", click right mouse button and select "Properties”.

C. Device Ma nager

File  Action  Wew Help

H HFSES B A =2E

= Intel(R) IHS Family USE Universal Hosk Controller - 2834 b

InkeliR) ICHE Family USE Universal Host Controller - 2835
Inkel{R) ICHS Family USEZ Enhanced Host Controller - 2836
4 Intel{R) ITHE Family USEZ Enhanced Host Controller - 2834
# Metwork Scanner Driver

USE Composite Device

USE Rook Hub

= LISE Roak Hub

=5 LJSE Root Hub Update Driver. ..

=} | ISE Raak Hub Disable
ninstall

erial Converter

Scan for hardware changes
Cpens property sheet for the current seleu:l_|

Fig. 10 Properties of USB Serial Converter_1
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In the next window select "Advanced", add check-mark in "load VCP" and confirm with <OK>.

USB Serial Converter Properties

| General| Advanced | Driver | Detais|

9@ w  USE Serial Canverter

Configuration

Uze these zeftings to overide normal device behaviour,

[ Ok H Cancel ][ Help

Fig. 11 Properties of USB Serial Converter_2

Close Device Manager, disconnect USB cable from AGENT E handle, wait some seconds and plug in again.

The same procedure will start again (see Fig. 5, 6, 7, 8) and the same settings must be selected. Then the
installation of AGENT E Management Suite is completed and the software can be started.

IMPORTANT NOTE

Please note the USB port the handle was connected to during installation. Use this port only when
connecting any AGENT E handle in the future. Other USB ports will not work!
This port can of course be used for other purposes when no AGENT E is connected.

EMKA |
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5.3 Create Security Zones

"Security Zones" indicate areas (e.g. rooms) where AGENT E handles will be installed. Individual handles
will be assigned to the "Security Zones" later.

Select "Handles", then "Security Zones" in the left icon bar of AGENT E Management Suite. Now the
different "Security Zones" can be entered.

Security zones
Mame Hall 2| | Add |
without security zone | Deleke |
Office ‘ )
Laborakary

Server room

| Close

Fig. 12 Enter "Security Zones"

5.4 Add / Delete Groups

Parts of an enterprise (e.g. departments) can be configured under "Groups". Under 5.5 "Users" (e.g.
employees) can be assigned to those "Groups". A User can be member of several groups.

In order to create a new group select item "Groups" in the left icon bar, enter a new group name and select
"Create Group" on the left. An existing group can also be deleted here.

EMKA AgentE Manager

Stark Data Settings Help

|.ﬁ1 g_}” 2
EZ| =F7 -
Establish
conneckion
Conneckion
Groups Mew group name
% Al group Worning shift hall 2
Adminiskration
g% Delete group Building Management
ELM

Fig. 13 Edit / Delete "Groups"
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5.5 Add / Delete Users

"Users" (e.g. employees) are authorized to open AGENT E handles. "Users" can be members of "Groups";
they have a personal TAG to open the handles.

In order to add a new User, select item User in the left icon bar. All existing users will be displayed. Click on
"Add User" on the left and enter personal data.

In order to change the data of an existing user, double click on his name in the headline.

EMKA AgentE Manager - 18] x|
Skart Daka Settings Help
A = 3t
= | = ! g 2
Establish
connection
Conneckion u Extras =
Users Smith, John Hull, Dennis Miller, Thomas Steward, Mike
—= =
&} Add user /& B i 7] (mﬁ i J
Surnarme: Smith Surnarne: Hull SUmAarme: Miller Surnae: Steward
%:n Delete user Forename: John ey Add User Thomas Forename: Mike:
Diate of birth: 6211960 Date h: 9129/1968 Date of birth: 11f3f1981
Personnel number: 23465 Persc /m umber: 31478 Personnel number: 76302
Surname: Trump
Douglas, Ken Forename: Peter
/g]ﬂ.-— Date of birth: 1y17es v
Surname: Douglas
Fofenanie; Ken Personnel number: 67931
Diate of hirth: 81301975
Personnel number: 65795 | ok | | abbrecten |
@ Tasks
g Users
&9} Groups
3 Thias
¥ |
Ifall
=E

j Handles o
5 o
QfStartj (&) 3 @ @ > o EMKA AgentE .|| o Benutzer anl... @] anleitung AG... | 5 A2 Corel PHOTO—...| ESOR2EEGN 12:10

Fig. 14 Edit / Delete User

After editing, the new user can be assigned to one or more groups by
Trump, Peter clicking the group icon.

s )

[ ]ELM

[ ] Building Management

[ ] Administration
Morning shift hall 2}

Fig. 15 Assign a User to one ore more "Groups"
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5.6 Add AGENT E Handles

To add an AGENT E handle to the AGENT E Management Suite its serial number (ID) is required. There are
two ways to find this number: The six digit serial number is printed on a label inside the battery case.
Alternatively the handle can be connected via USB cable to a PC having the software running. The serial
number will then be indicated in the lower left corner of the screen.

5.6.1 Enter Handles Manually

In larger applications it saves time when handles are entered manually into the software first, appropriate
settings (assigning TAGs) are performed and the complete configuration is transferred into the various
handles finally.

In the delivery status batteries are not installed in the handle. Inside the battery case there is a label with the
six digits serial number and the date of production (see s. 3.4 to open battery case).

In AGENT E Management Suite select "Handles" and then "Enter handles". In the new window all handle
specific data can be entered.

Prior to inserting the batteries, mark or label the handles externally for later identification.

Add new handle

Mame Hz M41F
Serial humber. | 804365

Drezcription: Hall 2, machine 41, fronk door
foptional)

Select security zone:

without zecurnty zone
Office

Laboratony

S erver room

] | Cancel

Fig. 16 Add new handle
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5.6.2 Select USB Port

In order to transfer the settings or to automatically enter an AGENT E into the AGENT E Management Suite,
the handle must be linked to the PC via USB interface. Under "Settings" > "Port" the appropriate COM port of
the USB connector must be set. Alternatively connect a handle to the PC and select "Port Test". If the test
does not pass successfully, select another port and try again. Setting will be saved and remain resident after
closing the software.

EMKA AgentE Manager
Stark Daka Setkings

Qg'l Part | COMLD

IUpdate CCOM parks E; Tesk COM ports

Setial interface
Fig. 17 Select USB Port on PC / automatic search

5.6.3 Establish Connection and Add Handle

When the settings have been entered under 5.62 the connection to an AGENT E handle can be established
under "Start" > "Establish Connection". When the connection is successful, the icon in Fig. 19 appears.
Clicking on the icon again will terminate the connection.

EMEA AgentE Manager EMKEA AgentE Manager

Skart Data Settings Skart Drata Settings

(il = (0 ;h” F

= : =l

i f§ =Rt i fg =
Establish Terminake Check. |
i : o pla:

conneckion canneckion authorizations
Conneckic Conneckic
Fig. 18 Establish connection Fig. 19 Connection established / Terminate connection

If the handle connected is not yet available in the data base of AGENT E Management Suite, the below
message box will appear.

B YWarning E

Handle 310000 is not awvailable in the data base and will now be registered.

Fig. 20 New handle detected
After confirmation with <OK> the new handle can be configured as described under 5.6.1.

To add another handle, the connection to the current handle must be terminated first (see Fig. 19). Then the
new handle can be connected and connection established again.
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A click on icon "Handles" in the left icon bar will display an overview of all AGENT E handles available in the

data base.

EMKA AgentE Manager
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Fig. 21 Overview of AGENT E handles available in the data base

5.6.4 Delete Handle

In the overview in Fig. 21 select the handle to be deleted from the data base and select "Delete handle" in
the left icon bar. After a confirmation prompt the selected handle will be deleted.

5.6.5 Set Date & Time

After a new AGENT E handle was put into operation, date & time should be set first in order to trace event
log correctly. Click on button <Set Time> in the top icon bar. In the following window date & time can be
derived from the PC or set manually.

Set time

* Use PC dock

" Enter time rmanually

# S %

|~ Apply | | Cancel |

Fig. 22 Setting date & time in AGENT E
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5.7 Adding Micro Transmitters (User TAGS) to the Da  ta Base

Connect AGENT E handle via USB cable to the PC and establish connection in the Software AGENT E
Management Suite (see 5.6).

Then hold a User TAG in front of the photo cell of the AGENT E handle and switch it on (see Fig. 1).
The TAG will be recognized and the below message will appear. Click in the text as stated.

----- -n x N
TAG detected

A TaAG was detecked, Click here, if wou want ko
reqister TAG B26900 now,

Fig. 23 New TAG found

When the TAG has been registered into the data base, it can be personalized — assigned to a user or a
group or entered without any personal link first. In the below example the TAG with ID B26900 was assigned
to user Ken Douglas.

FE EMKA AgentE Manager

Start || Data || Settngs || Help |
r — —— 5 F '
4 B = =2 &
£ & B =
: Terminake Chfeckl ST e ﬁpply_ Set time || Factory Handle
authorizations Configuration reset  upgrade
Connection a || Extras u |

LAGs [ User TAGs (0} |[ Groups TAGs (0} || not assigned (39) || fMaster TAGs (0) |
l% Add TAG TaG TaG ThGa i
= = =y
c 4 FO9500 Ald Ak ESINE
% Delete TAG B nor assigned  Sefiennummer:
Eventalliat Ta5 (*) Assigned ko user () Assigned to group () Mot assigned

- | SF9s00 =
%’ Authorizations a niot assigned Sumame Forename EEI[HSEQPEI W
. :
i Smith: ol & Complete! E
Hull Dennis 57t
¢ F49600 iller Thomas P The TAG was successfully registered, =
a not assigned Staward Mike 7B
TAG
- Trurnp Peter E7931
: | zia700 L]
r a naok assigned
@ Tasks . a| K »
TAG
& e | sa9700 Lo Jl o= ) [

Fig. 24 Assigning a TAG
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All TAGs available in the data base and their assignments are displayed in the overview below. By double-

clicking on the user name the assignment of a TAG can be modified.

EMKA AgentE Manager

Start Data Settings Help

Fig. 25 Overview TAGs and Users

5.7.1 Delete TAG

sl = S f D) Tl (g
F13 =) {__I:' = || g =
Terminate Check Aapply Set time | Fackary Handle
connection | authorizations Hglaadisaic Configuration reset  upgrade
Connection u Extras u
LAGS J Jser TAGs (B) " Groups TAGs (D) " not assigned {34 || Masker TaGs (0} |
I@ Add TAG User TAG Lser TAG Iser TAG
- ;459500 =) | ; F49500 1E9700 =i
-;I% Delete TAG 3 Hull, Dennis 3 Steward, Mike 3 Miller, Thomas
— .—l )
= o Eventslist
|E_1J§ Lser TG Lser TG ser TAG
=1 589700 B 077900 B26900 B
| ?_ AT 3 Trump, Peter 8 Smith, John 3 Douglas, Ken

In the overview in Fig. 25 click on the TAG to be removed from the data base and then click "Delete TAG" in

the left icon bar. After a confirmation prompt the TAG will be removed.

5.7.2 Enter Authorizations for TAGs

This chapter describes how TAGs can be authorized to open certain AGENT E handles. In the overview in
Fig. 25 click on the desired TAG and then select "Authorizations". In the next window select "New", then click
all handles that shall be opened by this TAG and finally select "Add". If necessary, repeat this procedure for

handles in different security zones.

Berechtigungen Fiir x|

| Ale anwahlen | | Ksinen anwdhlen | | Hinzufigen-» |

Bitte Schioss wahlan:
|‘ Ohne Sicherheitszone {0} || Serverraume (0} " Labor () || Eliro (0) || Halle 3 (4}
H3 5160 Schrank 515w

—I»,  Seriennummer: EF2A01

=iri =il
= 1] Beschreibung: a = 1] Beschreibung: a

EMKA StandAlone Manager E

Folgende Berechtigungen wurden gesetzt:

—In, Seriennumrmer: 1B2528

Schrank S40v
—l=,  Seriennummer: FEEO7E

=iri
|= 1] Beschreibung:
H3 516h: gesetzt!

Schrank 540v: gesetzt!

H3 S41v: gesetztl

Fig. 26 Enter authorizations for TAGs
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5.7.3 Edit time profiles

Up to four time profiles can be programmed in each AGENT E System in order to limit the authorization of
User TAGs. Time profile 1 and 2 give time limits (weekdays with start and end time) during which a TAG is
allowed to open certain handles. Typical limits would be day or night shifts in a 5, 6 or 7 days week. In
addition a TAG can be made valid for time profile 1 plus time profile 1 and it can be authorized always.

To set up time profile 1 and 2, click "Settings" in the top icon bar and then "Time profiles". Now time periods
and weekdays can be entered for both time profiles.

Fig. 27 Edit time profiles
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5.7.4 Assigning Time Profiles to TAGs

In order to assign TAGs to the time profiles entered under 5.7.3, click on icon "TAGs" in the left icon bar and
select the desired TAG from the list. Then select "Authorizations" on the left. A list of all AGENT E handles
that are allowed to be opened will appear. Under "Time profile" the desired profile can be selected.

Fig. 28 Assign time profiles to TAGs

5.8 Adding Master TAGs to the Data Base

Master TAGs can be used as a dongle in the version "Professional" of AGENT E. Communication between
PC and AGENT E handle can only be established, when the handle was released via Master TAG first.

Connect AGENT E handle via USB cable to the PC and establish connection in the Software AGENT E
Management Suite (see 5.6.3).

Then hold a Master TAG in front of the photo cell of the AGENT E handle and switch it on (see Fig. 1).
The TAG will be recognized and the below message will appear.

Fig. 29 New Master TAG found
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As described under 5.7, Master TAGs can also be personalized.
Max. 5 Master TAGs can be registered in one handle.

5.8.1 Delete Master TAG

In the overview in Fig. 25 click on the Master TAG to be removed from the data base and then select "Delete
TAG" in the left icon bar. After a confirmation prompt the Master TAG will be removed.

5.8.2 Lock Handle by Master TAG

Each AGENT E handle can be locked individually by Master TAG. In the Software AGENT E Management
Suite click on "Handles" in the left icon bar, select the handle to be locked and then click on "Configure
handle". In the selection window click "Master TAGs" and then <New>.

Fig. 30 Lock handle via Master TAG_1
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In the next window select the desired Master TAG and click on <Add>

Fig. 31 Lock handle via Master TAG _2

5.8.3 Release a Locked Handle by Master TAG

When trying to establish a connection to a locked handle with the Software AGENT E Management Suite,
the following message will appear:

Fig. 32 Message for locked handle

Hold an authorized Master TAG in front of the AGENT E handle, switch it on and click on <Try again>. The
connection will be established and all features will be available.

5.9 Data Backup; Import, Export

5.9.1 Save / Restore Data

All settings made in the software (registered handles and TAGs, names, groups, users, authorizations, time
profiles, etc.) are saved periodically and when closing the software. To prevent a loss of data during larger
configurations, data can be saved manually and restored if necessary.

Fig. 33 Backup / restore Data; import / export
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5.9.2 Export / Import Settings

All settings made in the software (registered handles and TAGs, names, groups, users, authorizations, time
profiles, etc.) are available in the data base of the computer only. Data stored in the handles is only TAG
numbers and time profiles (ref. to 5.11.2).

When same settings shall be made available on a second computer, they can be exported into a ".mkd" file
via <Export settings>. Data file is the copied onto the new workplace and imported via <Import settings>.

5.10 Synchronize — Transfer Configuration to AGENT E Handles

After TAGs have been added and their authorizations were entered under 5.7 and 5.8, the complete
configuration must be transferred to the AGENT E handles entered under 5.6; settings in the data base will
be synchronized with the handles.

Therefore connect each handle one after another via USB cable to the PC, establish connection in the

AGENT E Management acc. to 5.6.2 and click on <Apply configuration> in the top icon bar. If the pop-up
window acc. to Fig. 32 appears, all information was transferred into the handle connected.

Fig. 34 Synchronize handles
Terminate connection to this handle (see 5.6.3), connect the next and repeat the whole procedure.
In order to check whether all handles have been synchronized, click on "Tasks" in the left icon bar. If the

message "incomplete” appears under "Synchronization" (see Fig. 34), there are still handles in the data base
which have not yet been configured.
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Click on the different "Description of Security zones" to obtain a list of unsynchronized handles.

Fig. 35 Check status of synchronization — show handles not configured

5.11 Upload Events Log

Opening and locking events as wells as other information saved in the memory of each AGENT E handle
can be uploaded into the AGENT E Management Suite and displayed, filtered and erased there. Data is
saved into an internal data base in the software; it can be exported into all major file formats.

The data base will be continuously updated; new events will be added, old events remain.

In order to upload the event log, connect AGENT E handle via USB cable to the PC and establish connection
to the AGENT E Management acc. to 5.6.3. In the left icon bar select "Handles", click on the handle
connected and then select event list. If data has already been uploaded from this handle, it will appear. Now
click on "Upload Events" in the top icon bar.

The event list will be updated showing recent data first.

Fig. 36 Event list
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5.11.1 Evaluate Event List

The table shows the handle ID in the very left column and the description configured under 5.6.1 right to it.
The next column shows date & time of the event described in the column after next "Event". The "MAC
Address" column shows the unique IDs of the computers which were connected to this handle at a certain
time. The last column shows the TAG ID used to trigger a certain event.

By clicking in the headline of a column (ID, Name, etc.) the table is sorted in ascending or descending order
acc. to the criteria selected.

A new opening process is initiated by the message "TAG received" with the appropriate TAG ID in the very
right column. Next entry will be "Handle opened" and finally "Open Handle".

"TAG received" and "Handle opened" but no "Open Handle" entry indicates that a TAG was shown to an
already open handle.
"TAG received" without any further entries indicates an opening attempt with an unauthorized TAG.

The message "Time zone set" appears after executing "Apply configuration" (see 5.10).

5.11.2 Export Event List

Click on <Print / Export> for formatting, printout or export to file of the event list. All common features and
formats of spreadsheet software are available.

Fig. 37 Print / export event list

5.11.3 Clear Event List

Via button <Delete events> in Fig. 36 the data available in the AGENT E Management Suite for a certain
handle can be cleared. Data will only be cleared in the software but not in the handle. To clear data in the
handle, refer to 5.11.3

5.12 Special Functions

5.12.1 Summer Time / Winter Time Changeover

Via AGENT E Management Suite the dates for Summer Time / Winter Time Changeover can be
programmed for several years. Click on "Settings" in the top icon bar and then select "Time Settings".
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Fig. 38 Summer Time / Winter Time Changeover

5.12.2 Check Authorizations

Via this feature all TAGs authorized for the AGENT E handle connected can be displayed.

This is important if an already used handle shall be integrated into a new application. TAGs registered in this
handle but probably not available in the current data base of the AGENT E Management Suite can be found
and deleted. Alternatively a "Factory reset" can be performed (see next chapter).

Fig. 39 Check for TAGs registered
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5.12.3 Factory Reset

If an AGENT E handle shall be installed at a different place or all configuration data shall be cleared for
some other reasons, the "Factory Reset" function can be used.

Click on <Factory Reset> in the top icon bar. The below message window will appear for 5 seconds. Then
click on button <Full Reset> to change all settings to factory defaults. Event log and all TAGs registered will
be cleared.

Fig. 40 Perform factory reset

5.12.4 Handle Upgrade

Via AGENT E Management Suite AGENT E handles in version "Basic" can be upgraded to version
"Professional” (charged service!).

Establish connection to handle version "Basic" as described under 5.6.2. Click on <Handle Upgrade> in the
top icon bar. In the next window click on button <Calculate authentications code>. The new code must be
sent to the supplier of the handle, who calculates a response code there from. The button <Calculate
authentications code> may not be pressed any more after transmitting the data!

Fig. 41 Upgrade handle from "Basic" to "Professional”

When the response code is available, open this dialog again, enter the data received from the supplier and
click on button <Upgrade>. Also in this case never click on <Calculate authentications code> (fields rest
empty) as this will cause response code to be invalid!

After successful upgrade a message window will appear.

It is absolutely necessary for proper operation of the handle to perform factory reset (acc. to 5.11.3) and time
setting (acc. to 5.6.5) after upgrade!
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